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Is Hacking Illegal?
Yuwei Lin + David Beer

“Where we might expect a story of the linear impact of technology ‘on’ society, we
actually discover a dramatically convoluted story of the usurping of establishment
programmes and institutions by a diverse army of grassroots activists, hackers,
cyber-terrorists and citizen-centric community builders”.
– Hand and Sandywell (2002:206)
Introduction
Hacking is dominantly understood to be the pursuit of the corrupt, the devious, and
sometimes the deviant. The contemporary music file-sharing phenomenon, however, has
compelled a revision of this understanding. Legal forms of hacking have emerged in
response to the massive economic pressure and strategic lobbying capabilities of the
music industry. Such virtual trespassing is now common practice in the pursuit of revenue
streams that the emergence of the Internet thinned for existing capitalist enterprises. We
explore aspects of this particular form of legal hacking, analysing the complexity of the
relationship between music and the Internet from cultural, social and technical perspectives.
We will also focus on the ongoing lobbying activities and legal actions against users of filesharing technologies, by the Recording Industry Association of America (RIAA) and the
Motion Picture Association of America (MPAA). The re-presentation of this complexity
requires an in-depth analysis of socio-technical
transformations rapidly proliferating within the
digitalised world (more on this can be found in
Sandywell, 2004a & 2004b, and Beer, 2004).
We argue that in the development of P2P
file-sharing technologies, users’ tacit knowledge
and their online habits have transformed and
challenged the dominance of entrepreneurs in
the selling of information goods, as also
traditional ways of production, marketing,
licencing and distribution of information goods.
We also demonstrate how unauthorised hacking
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was deemed legal when employed by RIAA and MPAA, both of whom already enjoy
considerable social and material capital. We take a critical view of the way in which RIAA
and MPAA both tried to undermine P2P file-sharing networks as well as justify their privacyintrusive act, investigate how hacking and P2P technologies are constructed sociotechnically, and how their meanings are negotiated through the interplay of technological
artefacts, business value and morality.
Music and the Internet: The Disappearance of the
Scriptal Spiral1
The emergence of the Internet has raised a number of
questions concerning the ownership of art. This has
had a particular effect on music. The development and
escalating appropriation of forms of music that no
longer require an object form have had profound
implications for the ways in which music is collected,
and heard. The transformation of the processes of
musical appropriation is central to this issue.
Recorded music is always-already a commodity.
Although it could be argued that home recording studio
software packages such as those produced by
Cakewalk have democratised recording and freed it
from some of its capitalist restrictions, this is an
argument we will temporarily ignore for purposes of
clarity. Recorded music is no longer also a commodity –
it is only a commodity through and through (Adorno,
2001). Once Edison captured sound on his yet-to-betitled phonograph in 1877 (see Kittler, 1999), music was
potentially transformed from the commodity-form of the
purchased ‘experience’ or moment of the concert hall,
to the reproducible archives of the recording, the
objectified commodity: the reproduction. Once the
musical form is scratched upon the disc, magnetised on
tape, or digitised on CD, it becomes a commodity, and
the imperatives of commodification seep into its design,
construction, performance, and production. The
ownership of the music then plays out in two directions:
that of the original, or master recording, and that of the
reproduced version. The reproduction, in its material form, can then pass through capitalist
circulation to be purchased, leading to a complex and inevitable return flow of capital. The
object, in this case the CD, defines ownership; the object becomes the reified or objectified
form of the music. Music is transformed into an object, and ownership can be clearly defined.
As Adorno has argued, music and the object used for its reproduction become
inextricably linked in terms of the relationship of the art form to the capitalist structures in
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which it operates. Yet it is also important that these be examined as separate entities. The
form of the record is as revealing as the art which is scratched upon it (Adorno, 2002). This
objectified form of study becomes a problem when the aesthetic form shifts from the disc
to the file. This, however, brings both the virtual object and the music into parallel. Both are
now formless; and as such, the systems of analysis for both are reduced to the
approximation of metaphor, necessitated by the movement from phonos to logos.
In this area, the spread of Internet technologies
have added another question to the ownership of
music (and sound in general). Music can now be
exchanged without the need for an object form. The
MP3 file, for example, can facilitate the transfer of
music between ‘owners’ in an entirely virtual and
unattached way. The purchase of the musical form has
now been called into question. Without the restrictions
of the object, music falls into the abyss between
unclear ownership and ill-defined legal wrangling.
This is not to ignore the previous and ongoing
presence of traditional forms of piracy and bootlegging;
but with these previous forms there was always a
necessity for an original object to be purchased (or
stolen) in order for copies to be created. The Internet
has rapidly accelerated the illegal sharing of music far
beyond the possibilities of the pirate copy and the
bootleg. Users’ tacit knowledge and downloading and
sharing habits have gradually altered the ways in which
music is produced, exchanged and consumed.
This is not to say that these virtual musical
‘objects’ have eclipsed the previous collections based
upon the disc and spool. Rather, it is to say that
significant numbers of people are turning toward the
virtual collection, or at least are operating a virtual
collection in conjunction with their heavy and rigid
spatial collection. Evidence of this shift can be found in
the recent and dramatic rise in revenue from legal
Internet downloads.
The Internet has now has spaces where music can
be legally downloaded – legally here equating directly
with the facilitation of the flow of capital. These include sites controlled by Coca-Cola and
Tesco, as well as Apple and the legally morphed and re-launched Napster. So, this
phenomenon cannot easily be categorised amongst the musical practices of the past: a
past that has come to be defined by its dominant medium – the record. The transformation
of the medium now means that new studies and conceptualisations are required in order for
us to begin to understand and define the emerging digital epoch.2
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In the following case study we will explore how these transformations and implications
(in music (re)production and consumption) are connected to the ways in which specific
hacking technologies and techniques are manipulated and labelled by different parties. We
will use this case study to develop the understanding of hacking as a contextually variable
umbrella concept that can be articulated, interpreted, and performed in a number of
contrasting ways.
Legal Hacking
The entertainment industry, mainly the recording and movie industry, has been unsettled by
peer-to-peer (P2P) file-sharing technologies such as Kazaa, eDonkey, DirectConnect,
Grokster, Lime Wire and Morpheus; many users, however, consider these file-swapping
technologies to be a blessing. Legal lawsuits have become these interest groups’ weapon
against the developers, vendors and users of file-sharing technologies (e.g., C|Net
News.com, 18 November 2004; C|Net News.com, 16 November 2004). Apart from these
legal actions against individuals, they also invest in lobbying the US Congress to create new
bills, such as the recently infamous “Induce Act” (C|Net News.com, 23 June 2004) in favour
of their interests. These proposed bills not only document the strategies and means that
the groups employ to maintain or expand their interests, but also reflect these groups’
moral and economic inclinations.
On 25 July 2002, US Democratic Congressman of California Howard Berman proposed
a bill in Congress which would allow the recording industry to legally hack into systems
suspected of sharing copyrighted material (C|Net News.com, 25 June 2002; C|Net
News.com, 25 July 2002). It was said that the bill was supported by RIAA and MPAA to
secure their privilege to legally hack into P2P users’ computers to prevent or thwart the
distribution of free MP3 files. The bill does not specify what techniques (such as viruses,
worms, denial-of-service attacks and domain name hijacking) would be permissible.
However, it does state that a copyright offender should not delete files. It limits the right of
someone, subject to an intrusion, to sue if files are accidentally erased.
Berman argued that:
“[The Bill] does not allow copyright owners to send viruses through P2P networks,
destroy files, hack into the personal files of P2P users, or indiscriminately block
lawful file-trading. [But it does allow] disabling, interfering with, blocking, diverting,
or otherwise impairing the unauthorised distribution display, performance, or
reproduction of his or her copyrighted work on a publicly accessible peer-to-peer
file trading network” (AntivirusAbout.com, 30 July 2002).
Though the bill includes a number of provisions, including a requirement to notify the
Department of Justice seven days prior to engaging in an attack, it still raises immense
controversy about the legitimacy of hacking technology. This proposed bill hands copyright
owners substantial new control over the distribution of their works by curtailing a consumer’s
right to copy material under a doctrine known as ‘fair use’. If this bill is passed in the
Congress,3 Americans (and possibly also citizens in other countries that follows the US legal
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system) will no longer be allowed to record a TV programme or radio segment – analog
recording or digital file – that may be sold or otherwise distributed. The bill is crafted to level
the playing field between copyright holders and so-called “file-traders”, as Berman put it:
“In other words, while P2P technology is free to innovate new and more efficient
methods of distribution that further exacerbate the piracy problem, copyright
owners are not equally free to craft technological responses. This is not
fair…Songwriters, photographers, film producers, karaoke tape makers and other
copyright owners are experiencing massive piracy of their works through P2P
networks. Billions of P2P downloads every month constitute copyright
infringements for which these creators and owners receive no compensation. There
is no excuse or justification for this piracy. Theft is Theft, whether it is shoplifting a
CD in a record store, or illegally downloading a song from Morpheus” (ibid.).
It was thought that this bill was supported by RIAA and MPAA, following their attempt to
attach an “anti-piracy amendment” (ibid.) to an anti-terrorism bill in October 2001, and their
lawsuit against three prominent file-swapping companies for infringing their copyright in the
Los Angeles federal court: Morpheus parent StreamCast Networks, Grokster and Kazaa,4
the Netherlands-based company that originally created the Kazaa software. While RIAA and
similar companies feel that their rights cannot be infringed, P2P users also feel that they
have the freedom to share information. Some civil rights groups criticised the proposal,
saying it would encourage profiling of and vigilantism against users. It is reported that
unknown parties have launched a Denial of Service (DoS) attack against the RIAA following
the announcement of the proposed bill, making the site virtually inaccessible to legitimate
traffic (ibid.).
Those promulgating and supporting the Bill are not the only parties in favour of hacking
in the name of a self-defensive strategy against file-sharing networks. It is a fact that P2P
networks constantly bring security risks, in that viruses and worms are easily transferred
through the networks. Network security companies also advocate a similar strategy to that
of RIAA to stop viruses from spreading. At DefCon2002, the hacker conference that takes
place in the US (the “largest underground hacking event in the world” – defcon.org, 10
February 2005), Timothy Mullen, chief information officer of AnchorIS and a columnist for
SecurityFocus.com, suggested a technique (for machines that have been attacked but not
infected with a virus) to trace the worm back to the attacking machine and prevent it from
spreading the worm to other computers. Using this technique, the computer that launches
an attack is paralysed and requires an administrator to restart it, but it stays online and is
not otherwise harmed. The rationale for this approach is that the current way of dealing with
virus attacks – contacting the administrators of infected and attacking computers – is not
effective. Mullen claims, “This after-the-fact stuff clearly doesn’t work. I’m still getting
Nimda5 attacks, often from the same person” (SiliconValley.com, 3 August 2002). But he is
also aware of the illegitimacy of this technique: “What we’re doing, [according] to the letter
of the law, is illegal. I would like to see the law changed…We’ve illustrated not just a
reasonable recourse, but a minimal responsibility” (ibid.). Nonetheless, Mullen’s idea has not
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gained much momentum elsewhere; and surprisingly, it is US officials who have questioned
the ethics of the idea. Mark Eckenwiler, a senior counsel at the US Justice Department’s
computer crime division says, “You have trespassed on their system. There are more legally
acceptable ways to deal with the problem than what is essentially hacking into their system”
(ibid.). Another commentator from the Command, Control, Communications & Intelligence
office of the US Department of Defense (DoD) says, “There also is the possibility of hacking
back at the wrong computer. It is the DoD’s policy not to take active measures against
anybody because of the lack of certainty of getting the right person” (ibid.). Jennifer Stisa
Grannick, litigation director at the Centre for Internet and Society at Stanford Law School,
claims that this type of hacking is defendable: “Mullen’s idea may be protected under a selfdefence provision. This is a type of defence of property. There is a lot of sympathy for that
[kind of action] from law enforcement and vendors because we do have such a big problem
with viruses” (ibid.).
While hacking is considered to be an offensive and aggressive appropriation of
technology, it can be argued that RIAA and MPAA, the two illustrative figures, cynically utilise
their dominant relationship with the media and their powerful lobbying force to reframe
hacking and ultimately secure their profits. It is also ironic to see that hacking, the practices
of which have been adopted and developed by those who come from the file-sharing
community (that adores the freedom of information), are being used by RIAA and MPAA to
fight against those who constructed it. We enter a state of open, ambivalent, and
unstructured play that is comparable with Bakhtin’s notion of ‘carnival’ (Bakhtin, 2003). It is
paradoxical that the mediated social world, where information is considered both
commodity and property, shares the same practice – of ‘break-ins’ – with the hacker social
world, where the freedom of information is the dominant schema (Lin, 2004).
Thus, the same practice evokes different meanings when used by different parties. It is
definitely illegal for an individual or a group hacking into any system of a media agency to
see what they are doing, but oddly it is claimed to be legitimate for RIAA and MPAA to hack
into a user’s system to see whether or not there is a file-swapping programme installed in
his/her machine. The identity of the technology has transformed dramatically from a
marginalised and criminalised position to a crucial and influential one. Practically speaking,
the practice of break-ins, for organisations both in the hacker social world and the
mainstream, functions to gain unauthorised access to the counterparts’ systems. But the
socio-technical consequences vary with context.
Hacking technologies and break-in practices, on the one hand, serve as boundary
objects and boundary practices (see Star, 1988; Star & Griesemer, 1989; Fujimura, 1992)
that provide a platform for the two social worlds to interact. On the other hand, hacking
technologies (as boundary objects) and break-in practices (as boundary practices) are open
to the attachment of multiple meanings and contextually determined social identities. The
narrative of (or re-narrativisation of hacking by) the RIAA and MPAA illustrates how hacking
technologies are contextualised and socially constructed. It is clear that hacking is alwaysalready socially constructed; conversely, hacking is constrained and restricted by the
appropriation of technological objects in the moment of praxis. Hacking does not exist
outside of this virtual-social network or fractured community, and neither does it exist
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outside of the material constructions – the plastic, glass, wires, and solder – that are a
necessity of its operational practices. Moreover, considering the diversity of actors and the
proliferation of hacking narratives resulting from increased media coverage, it is possible
to argue that each actor has his/her own multiple interpretations of hacking and hackers.
As a result, it is sociologically inappropriate to prescribe a definite meaning to hacking or
hackers (Lin, 2002). Particularly as the instability of hacking leaves it open to rapid and
relatively unconstrained reconstructions of its form. The emergence of legal hacking is one
example of the possibilities of the reflexive reworking of hacking’s fluid conceptual
boundaries. The virtual nature of the structures/landscapes in which hacking exists leaves
its re-framing and re-presentation open to increasingly radical and multidimensional reformulisation.
Freedom/Democracy or Control
It can be argued that the Internet has created a greater level of access to music by
liberating it from the restrictions of the disc. It can also be argued that the Internet has
increased access to music through the types of file-sharing technologies earlier discussed.
This however does not mean that music has been democratised, nor that the hierarchy
between constructor and consumer has been further eroded (see Breen & Forde, 2004).
The Internet has become a site of conflict, particularly concerning art and ownership. This
has created a situation in which the music industry has reacted powerfully, but relatively
slowly, against illegal music file-sharers. While a number of court cases have ensued against
individuals and Internet-based companies, the result is a field of extreme fragmentation and
complexity that can be said to neither control, nor free, music. Instead, the analyst must
look closely at the practices of both file-sharers and the music industry. These can only be
uncovered through close-up analysis in the form of small-scale empirical research projects.
Perhaps a form of Internet or cyber-ethnography would be suited to the construction of
detailed empirical research. These may be able to overcome the increased problems of
access that the Internet creates. It is possible that blogging, chatrooms, instant messaging
and mailing lists may offer ways of communicating with the hacker, the file-sharer, and even
the music industry.
Music’s relationship with the Internet, or in this instance, the ways in which music is
appropriated through the fragmented and loosely defined technologies that represent the
Internet, must not be restricted to the polarised study of democracy or control. Instead,
there should be increased focus on the complexity of this relationship, and the ways in
which these technologies are constructing a natural world, where cultural consumption is
far more rapid and the cultural artefact and its owners are less easily defined. As Ann
Galloway (2004) observes, the designer and the sociologist are in direct competition. It is
the designer’s role to conceal technology within the practices of everyday life; it is the role
of the sociologist or cultural theorist to illuminate these practices.
It is also necessary to take into account the question of the fluidity and blurring of
boundaries and the need for the analyst to avoid making or seeking clearly defined
categories of actor/behaviour in trying to understand the social world. Rather, we might be
better adopting the notion of hybridity. As Latour puts it,
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“The dual mistake of the materialists and of the sociologists is to start with
essences, either those of subjects or those of objects…Neither the subject, nor the
object, nor their goals are fixed for ever. We have to shift our attention to this
unknown X, this hybrid which can truly be said to act” (1993:6).
In light of Latour’s methodological insight, we propose that the analysis of technological
innovation systems requires some sense of technological determinism – or at least,
technological causality – yet it must also embrace the notion of the socio-technical
construction of technology and technological practices (such as hacking and file-sharing).
Technological determinism leads the analyst to consider the affordability of a technology in
the context that would provide solutions for problems and determine users’ behaviours
(Hutchby, 2001, 2003). Socio-technical constructionism suggests the need to recognise
the economic, political, and social values woven within its innovation, design, and evolution.
In creating this hybrid position, it is possible to locate a conceptual middle ground through
the eradication of the oppositions posed between technological determinists’ focus upon
technological essence, and socio-technical constructionists’ focus upon the essence of the
subject.
We are then left with neutral sets of actors, objects, and practices – which can be
unified under the heading of ‘phenomena’ – around which small-scale empirical studies can
be performed. The emergence of fractured and concealed Internet-based virtual
communities, movements and legal conflicts requires modes of analysis that reflect the
fragmentation, proliferation and ambiguity of Internet-based technological (and cultural)
appropriations and virtual practices.
The sub-categorisation of hacker hybrids, including legal hacking, may offer a fruitful
direction for future study. This would require the analyst to be open to the fluidity and
instability of the category and subcategories under examination. The development of a
contextualised and mobile typology of the field of hacking may create a greater
understanding of its complexity and its polyrhythmic nature, which interrogates the fixity of
the legal. It also problematises the dominant definition of the hacker as the outlaw, a
protean, elusive and contradictory figure; and provides an opportunity for policy makers to
re-evaluate the legal regulation and control of hacking and file-sharing technologies.
NOTES
1.

This term is taken from Adorno, 2002.

2.

The detailing of the relationship between music and the Internet has already begun. Most notably in Steve
Jones’ essay “Music and the Internet” (2000), in which Jones identifies a number of emerging Internet
phenomena and suggests a number of directions for future analysis.

3.

This proposal to allow copyright holders to attack computers on P2P networks used for piratical purposes,
however, was not accepted in the Congress. But RIAA has won a court decision upholding its right to use
the subpoenas, which take advantage of a controversial fast-track provision that allows copyright holders
to obtain information about alleged infringers without first filing a lawsuit. It is written that, RIAA has filed
close to 1000 subpoenas in the US District Court in Washington in a month (C|net News, 22 July 2003).
Some of the subpoenas were sent to innocent users because RIAA’s automated programme apparently
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confused two separate pieces of information – a legal MP3 file, and a directory named “usher” – and
concluded that there was an illegal copy of a song by the musician Usher. RIAA’s action is seriously
criticised in that the process is hardly privacy-protective, and it allows copyright holders to learn the
identity of an Internet user without filing a lawsuit or obtaining a judge’s approval. RIAA’s anti-piracy
campaign continues (cf. “Subpoena’s Sour Note”, C|net News.com, 1 August 2003).
4.

In February 2002, Kazaa BV sold the Kazaa file-swapping software to Sharman Networks, a company
based in Vanuatu, a small island in the South Pacific. The copyright lawsuit filed by RIAA and MPAA has
been ruled to include Sharman Networks (which distributes the Kazaa software) in June 2002.

5.

Nimda was one of the most destructive Internet viruses of 2001.
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